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user upon data access. In the following, we discuss the ACE-
AM’s two internal modules: Audit Trigger and Notifier.

e Audit Trigger: As mentioned before, two types of audits are
executed by the Audit Trigger: regular audits and on-demand
audits. Upon receiving an on-demand audit request, the
Audit Trigger immediately activates the audit on the given
object. On the contrary, regular audits are continuously and
autonomously conducted. For regular audits, the Audit
Trigger manages a number of audit queues. Each audit queue
can be scheduled to be audited with a certain rule. For
example, the group of objects stored in an old hard drive can
be assigned to a higher priority queue than objects stored in
more reliable storage. For each queue, the Audit Trigger
performs the following steps for each object in the queue at
the appropriate time.

Step 1. The Audit Trigger retrieves the corresponding
integrity token either directly from the object, or
from a separate local registry.

Step 2. Using the proof in the integrity token, the Audit
Trigger computes the CSI and compares it to the
stored CSI in the ACE-IMS by calling the web
service function TSS_CompareCSI(TimeStamp,
Csi). A match indicates that the integrity token is
intact and the Audit Trigger proceeds to Step 3.
Otherwise, the Audit Trigger informs the Notifier of

the possible corruption of the integrity token.

Step 3. .If the integrity token is verified to be intact in Step
2, the Audit Trigger computes a hash of the given
object and compares it to the one in the integrity
token. If they match, the object is intact. Otherwise
the object is corrupt and the Audit Trigger reports

the Notifier about the corruption of the object.

Upon finishing the above steps, the Audit Manager continues
by pulling the next object out of the audit queue at the next
appropriate time unit.

Note that the decision about the integrity of the given object
is made only in Step 3, and note also that the object is
determined to be intact only after passing the hash
comparison test in Step 3. In all the other cases, an
appropriate message is constructed and passed to the
Notifier.

Once informed by the Audit Trigger, the Notifier performs the
following actions.

e Notifier: The Notifier warns the archive administrator, or its
automated counterpart, of the possibility that an object is
corrupt. Since we are assuming that the auditing services are
not allowed to change the content of the archive, the ACE-
AM does not attempt to make any corrections. Instead, once
alerted by the Audit Trigger, the Notifier builds an alert
message that contains the Audit Trigger’s speculation, and
delivers the message to the archive administrator who can
then initiate a comparison of the object with other copies in
the archive or trigger an audit of the ACE-IMS using
witnesses or follow other procedures depending on the policy
set by the archive to handle such problems.
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5. PRELIMINARY PERFORMANCE
EVALUATION AND CONCLUSION

We have performed a preliminary performance evaluation of ACE
using the National Archives’ EAP (Electronic Access Project)
Image Collection consisting of 130,000 files of total size around
1.2 TB. The collection, however, did not reside at the local file
system of any of ACE modules, but was accessed via Local Area
Network. The results show that it took about 15 hours to register
the entire collection to the ACE-IMS. It took about the same time
to audit every single object in the collection. It could be observed
that most of the time was spent in moving the data between the
separate machines and the auditing procedures were extremely
fast compared to the data movement time.

In this paper, we presented a new methodology to address the
integrity of long-term archives using rigorous cryptographic
techniques. Our approach depends only on the use of hash
functions and linking schemes, and is independent of an external
infrastructure such as PKI. The computational requirements of our
approach are minimal and the overall solution can be
implemented on any archive architecture. We built ACE as a
complete prototype that executes this strategy and showed its
effectiveness on large collections.
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