


Intermediate
Hash Value (IHV)

Intermediate
Hash Value (IHV)

Intermediate
Hash Value (IHV)

Aggregation Time Interval for AHV0 time

Hash Value 
of IT Req5

Hash Value 
of IT Req6

Hash Value 
of IT Req4

Intermediate
Hash Value (IHV)

Intermediate
Hash Value (IHV)

Intermediate
Hash Value (IHV)

Hash Value 
of IT Req1

Hash Value 
of IT Req0

Hash Value 
of IT Req2

Hash Value 
of IT Req3

Hash Value 
of IT Req7

Aggregated
Hash Value0 (AHV0)

Shaded values are 
proof for IT Req4

 
Figure 1. Authentication Tree (IT Reqi contains hi) 

 
Figure 2. CSI Chain 

The third step consists of aggregating the global hash values over 
each week using an authentication tree. The value generated at the 
root of the tree is called a witness for that particular week, and is 
published on the web as a widely observed witness. We explain 
later how this is accomplished on our current prototype. This 
value is also stored on a CD-ROM. 
Before providing more details about each of the steps, we note 
that the integrity token pertains to a unique object; the CSI 
pertains to a unique round but depends on all the objects 
submitted at that round and previously computed round values; 
and the witness pertains to a unique week but depends in a 
cryptographic sense on all the CSIs computed at all the rounds 
during that week. Moreover the size of each type is small and 
fixed and depends on the hash functions used. In particular, the 
size of each integrity token is about 1KB-2KB, the size of the 
CSIs is about 20MB per year, and the size of the witnesses is 
around 10KB per year. Clearly the number of integrity tokens is 
equal to the number of objects while the numbers of CSIs and 
witness do not depend on the number of objects ingested.  
We now provide more details about each of the steps. During the 
first step, the hash values of all the objects processed during a 
round form the leaves of a balanced binary tree such that the 
value stored at each internal node is the hash value of the 
concatenated hashes at the children. Note that we typically insert 
random hash values into each round, which also ensures that there 
always will be a certain minimal number of objects in each round. 

The value computed at the root of the tree is the hash value of the 
round. Each object will retain a proof of its participation in this 
round, which consists of the hash values of the siblings of all the 
nodes on the unique path to the root, plus the previous CSI. 
Consider for example a round involving eight objects with the 
hash values . The corresponding authentication 
tree is shown in 

7210 ,...,,, hhhh
Figure 1. 

The CSIs are chained in a simple binary chain as illustrated in 
Figure 2. Therefore the CSI generated at time interval t 
cryptographically depends on the hashes of all the objects 
ingested into the system at any time less than or equal to t. 
The witness value corresponding to each week is generated using 
the Merkle tree built on the CSIs generated during that week and 
randomly generated hashes.   

3.2 Verification and Auditing Procedures  
Our approach provides two types of integrity auditing, the first 
involves a process running on a moderately secure server external 
to the archive,  which verifies the integrity of the archive’s 
content in a periodic, regular fashion; the second involves an 
auditing process triggered by an archivist or by a user upon data 
access. Here we mention the verification algorithms used to 
perform the auditing. The correctness of our algorithms depends 
on two assumptions: the hash functions have the collision 
intractability property, and the witness values cannot be 
compromised. Should one of the hash functions be compromised, 
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the integrity information needs to be updated in such a way that 
we can verify the integrity of the data from the initial ingestion up 
to the present. We will describe in the next subsection how to 
accomplish this. As for the witness values, their total size over a 
period of ten years is typically less than 100KB, and hence a web 
publishing mechanism backed-up with storage on CD-ROMs (and 
coupled with majority voting whenever necessary) should be 
sufficient to ensure their integrity. 
As stated above, we generate three types of integrity information 
– a token attached to an object, a CSI corresponding to a round, 
and a witness value W corresponding to a weekly digest of all the 
CSIs generated within that week. A simple way to verify the 
integrity of an object involves the following steps: 
Step 1. Compute the hash of the given object and compare it to 

the hash stored in the object’s token. Proceed to the next 
step if there is an agreement; otherwise, either the object 
or its token has been modified. In the latter case, we can 
distinguish between the two possibilities by proceeding 
to the next step as well 

Step 2. Use the computed hash value in combination with the 
proof in the token to determine the CSI of the round 
during which the object was injected into the system. An 
agreement indicates that the object is intact (correct the 
hash value stored in the token if necessary).  

The decision on the integrity of the given object is made only if 
there is an agreement in Step 2. In case of a disagreement, we 
report that the object may be corrupt, and leave it up to the 
archive manager to decide whether or not to verify the integrity of 
the corresponding CSI value or compare the corresponding object 
with another copy in the archive. 
Considering that it is more likely to have a corrupted object than a 
corrupted integrity token (integrity tokens are not made publicly 
available), in a practical implementation, one can choose to have 
two separate processes – one that performs only Step 1, and the 
other performs Step 2. That is, the object integrity and the token 
integrity are verified separately and independently according to 
the policies set by the archive and the integrity management 
system. The two can be linked together whenever necessary using 
the above procedure. 
We now outline the process to verify the integrity of the CSI 
values. For each witness value W and for each CSI value 
computed within that week, we check to see if the proof attached 
to the CSI value yields W. In the affirmative, the CSI value is 
correct. On the other hand, if either the object or the CSI is 
determined to be incorrect, in our prototype, the verification 
service notifies the archive manager about the faulty object, and it 
is left up to the archive to take the appropriate action. We believe 
that an integrity verification service should not be allowed to 
modify anything in the archive. Its main function is to continually 
monitor and verify the authenticity of the data. In our 
experimental setting, we use the distributed persistent archive 
pilot system that provides at least three replicas for each digital 
object based on the federated SRB (Storage Resource Broker) 
grid technology [1], and hence a copy can be corrected using a 
voting scheme over the distributed archive. As for correcting 
erroneous CSIs, our integrity checking prototype makes use of a 
three-way mirrored registry of the CSIs, each of which is audited 
independently. Note that the size of such a registry grows in the 
order of tens of megabytes per year, and that the registry is not 

publicly accessible. Therefore maintaining the integrity of the CSI 
registry can be done in a cost effective way. 

3.3 Updating Integrity Information 
There are two cases in which the integrity information must be 
updated. The first case is when the archive decides to substitute a 
stronger hash function for one of the hash functions currently in 
use because of some newly discovered potential threats (such as 
those reported in [22] and [23]). The second is when the archive 
decides to apply certain transformations to objects of a certain 
type (because of the possibility of a format becoming outdated for 
example). There is a well-known solution to deal with renewing 
the integrity information for the first case by re-registering each 
related object with the old integrity token attached to it (see for 
example [5]). Such a solution will ensure our ability to verify the 
integrity of the object since its ingestion into the archive as 
articulated in earlier work. This process increases the size of the 
integrity token, but has no impact on the sizes of the other 
integrity components.   
We now discuss how to renew the integrity information in the 
case when the object is subjected to a transformation. A possible 
solution would be to re-register the new object by concatenating 
the hashes of the old and the new form of the object and an ID of 
the transformation, and use the resulting string as if it were the 
hash of an object to be registered. However, we assume that the 
archive handles the versioning by creating the new object with a 
new version number while maintaining the same persistent unique 
identifier. Therefore it would be sufficient in this case to include 
the version number in addition to the hash of the object and re-
register the object after the transformation to generate new 
integrity information for this particular version of the object. 
Different versions can be linked through the persistent identifier 
of the object, and hence it is possible to verify the integrity of all 
the versions of each object starting with the current one and 
ending with the first version ingested into the archive. Note that 
the integrity of an object should be verified before it is 
transformed into a new format to ensure its integrity at this time 
of its history. 

4. ACE Prototype 
We have built a complete prototype called ACE (Auditing 
Control Environment) that implements the methods presented 
earlier. The ACE prototype includes two major components: ACE 
Integrity Management System (ACE-IMS) and ACE Audit 
Manager (ACE-AM). The ACE-IMS is a server that issues 
integrity tokens, preserves the CSIs, and computes and publishes 
the witness values. The ACE-AM is a bridging component 
between the archive and the ACE-IMS, which is local to each 
archiving node. In a distributed setting, the audit managers work 
asynchronously independent of each other, and hence copies of 
the same object will be audited independently of each other. 

The ACE-IMS, operating separately from the archive, provides 
two important services: integrity token issuing and CSI 
verification. The former service generates an integrity token upon 
a request from the archive. Using the digital object and the 
integrity token, the archive can at anytime construct the 
cryptographic summary corresponding to the round in which the 
digital object was registered. The CSIs will be maintained 
separately and independently by the ACE-IMS.  
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In a typical archiving environment, the integrity tokens can be 
stored either with the object itself or in a separate registry 
dedicated to authenticity metadata. In our prototype, we use a 
separate database to hold the integrity tokens. 

The ACE Audit Manager (ACE-AM) is local to an archiving node 
whose main function is to pass information between the archiving 
node and the ACE-IMS. In particular, the ACE-AM selects a 
digital object to be audited, either based on the local periodic 
auditing policy of the archiving node or upon request from an 
archive manager or a user. It then retrieves the digital object’s 
integrity token, computes the hash of the object, and sends this 
information to the ACE-IMS.  

Figure 3 shows the overall ACE architecture assuming a 
distributed archiving infrastructure. A centralized archiving 
infrastructure will reduce to a single archiving node. The upper 
section represents the archive, the middle section contains the 
ACE-AM that is local to each archiving node, and the lower 
section represents the ACE-IMS, which is completely outside the 
archive. The implementation details of the ACM-IMS and the 
ACM-AM will be given next. 

4.1 Software Components 
We now provide the details of the ACE-IMS and the ACE-AM, 
including a description of their internal modules. We also cover 
the communication mechanisms between the ACE-IMS and its 
users. Our implementation largely relies on open standards and 
web technologies. In particular, we have chosen Java as the base 
programming language and SOAP [1] as the main communication 
protocol.  We use XML to represent various integrity information. 

4.1.1 ACE Integrity Management System (ACE-IMS) 
The ACE-IMS generates the integrity tokens, the CIS for each 
round, and the weekly witness values, and provides services to the 
archive. We start by describing three main services that are 
provided by the ACE-IMS (Figure 4 shows the message formats 
used) followed by a description of internal modules of this 
component. 

 

 

 
Figure 3. ACE System Architecture 
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Figure 4. Message Formats

• TSS_Stamp(TS_Req) : This function, called upon to register 
an object to ACE, adds this request to the aggregation queue, 
which will be processed by the Aggregator module (to be 
explained soon) to generate the integrity token for the 
request.  The function returns the registration receipt 
(TS_Rcpt) that, among others, contains the request ID and 
the expected time when the integrity token will be ready. 

• TSS_ITRequest(RequestID) :  This function returns the 
integrity token that corresponds to the request ID 
(RequestID), if available. The function is typically called by 
the same entity that previously called TSS_Stamp when the 
expected time is reached.  

• TSS_CompareCSI(TimeStamp, Csi): This function compares 
the supplied cryptographic summary information, Csi, to the 
one maintained by the ACE-IMS, and indexed by 
TimeStamp. The function returns true or false depending on 
whether or not the two agree. The auditor computes its own 
value Csi of CSI from the current digital object and its 
integrity token, and then calls this function to verify the 
integrity of the object. 

Details about each of the internal modules are given below. 

• Aggregator: The Aggregator is responsible for managing the 
rounds of aggregation and building an authentication tree 
(Figure 1) given the registration requests. The time interval 
of each round is determined by two internal elements: a 
timer and a traffic monitor. If there is at least one 
unanswered registration request in the aggregation queue, the 
timer sends a trigger signal at a fixed interval (currently 
every hour). On the other hand, the traffic monitor sends a 
trigger signal when the number of unanswered registration 
requests exceeds a certain number (say 1024). Regardless of 
the sender, whenever a trigger signal is received, the current 
round of aggregation is closed and the next round of 
aggregation begins. By using these two conditions (the 
amount of time and the number of requests), not only can the 
Aggregator control the size of each integrity token (or more 
specifically the length of a proof in an integrity token), it can 
also ensure that every request will be answered in a timely 
manner (currently within an hour at most). The dynamic time 
window is expected to be particularly beneficial in an 

archiving environment that is likely to exhibit bursty 
behavior. The time when an aggregation round ends is the 
timestamp value assigned to all the registration requests 
during the round. 

• Linker: The Linker is responsible for generating and storing 
the CSI for each aggregation round. The root of the 
authentication tree that was built after a round of aggregation 
is concatenated to the previous CSI, which is then hashed 
(using possibly a different hash function than the one used 
for aggregation) to generate a new CSI for this aggregation 
round (Figure 2). The new CSI is stored along with the 
timestamp of the round in a database. An integrity token 
containing the time stamp of the round, the proof to the 
authentication tree, and the previous CSI is built. The 
timestamp is used by an auditor to query the ACE_IMS 
about the CSI of the round associated with the time stamp, 
whereas the proof and previous CSI are used by the auditor 
to calculate its own value of CSI. When the two CSIs match, 
the auditor concludes that the digital object has not been 
altered. 

• Post & Validate: The Post & Validate module creates, posts, 
and validates witness values. To create a witness, we use the 
same method used in Aggregator, that is, the CSIs produced 
during a week period are aggregated together in an 
authentication tree. The root of the authentication tree is the 
witness value, which is published over the internet through 
public, widely known entities. ACE currently uses the 
Internet newsgroups at Google [19], Yahoo [24], and MSN 
[17] to publish the witness values. We are also planning to 
use public digital library services to publish these values. 
Since the size of the witness is very small (typically less than 
10KB a year when SHA256 is used to build the 
authentication tree), we also store them on a CD-ROM. 

4.1.2 ACE Audit Manager (ACE-AM) 
The ACE-AM is a client of the ACE-IMS which initiates both 
regular and on-demand audits. The regular audits are 
automatically performed according to a policy set by an 
administrator at the corresponding local archiving node, whereas 
the on-demand audits are triggered by an archive manager or by a 
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user upon data access. In the following, we discuss the ACE-
AM’s two internal modules: Audit Trigger and Notifier.  

• Audit Trigger: As mentioned before, two types of audits are 
executed by the Audit Trigger: regular audits and on-demand 
audits. Upon receiving an on-demand audit request, the 
Audit Trigger immediately activates the audit on the given 
object. On the contrary, regular audits are continuously and 
autonomously conducted. For regular audits, the Audit 
Trigger manages a number of audit queues. Each audit queue 
can be scheduled to be audited with a certain rule. For 
example, the group of objects stored in an old hard drive can 
be assigned to a higher priority queue than objects stored in 
more reliable storage. For each queue, the Audit Trigger 
performs the following steps for each object in the queue at 
the appropriate time. 

Step 1. The Audit Trigger retrieves the corresponding 
integrity token either directly from the object, or 
from a separate local registry. 

Step 2. Using the proof in the integrity token, the Audit 
Trigger computes the CSI and compares it to the 
stored CSI in the ACE-IMS by calling the web 
service function TSS_CompareCSI(TimeStamp, 
Csi). A match indicates that the integrity token is 
intact and the Audit Trigger proceeds to Step 3. 
Otherwise, the Audit Trigger informs the Notifier of 
the possible corruption of the integrity token. 

Step 3. .If the integrity token is verified to be intact in Step 
2, the Audit Trigger computes a hash of the given 
object and compares it to the one in the integrity 
token.  If they match, the object is intact. Otherwise 
the object is corrupt and the Audit Trigger reports 
the Notifier about the corruption of the object. 

Upon finishing the above steps, the Audit Manager continues 
by pulling the next object out of the audit queue at the next 
appropriate time unit. 

Note that the decision about the integrity of the given object 
is made only in Step 3, and note also that the object is 
determined to be intact only after passing the hash 
comparison test in Step 3. In all the other cases, an 
appropriate message is constructed and passed to the 
Notifier. 

Once informed by the Audit Trigger, the Notifier performs the 
following actions. 

• Notifier: The Notifier warns the archive administrator, or its 
automated counterpart, of the possibility that an object is 
corrupt. Since we are assuming that the auditing services are 
not allowed to change the content of the archive, the ACE-
AM does not attempt to make any corrections. Instead, once 
alerted by the Audit Trigger, the Notifier builds an alert 
message that contains the Audit Trigger’s speculation, and 
delivers the message to the archive administrator who can 
then initiate a comparison of the object with other copies in 
the archive or trigger an audit of the ACE-IMS using 
witnesses or follow other procedures depending on the policy 
set by the archive to handle such problems. 

5. PRELIMINARY PERFORMANCE 
EVALUATION AND CONCLUSION 
We have performed a preliminary performance evaluation of ACE 
using the National Archives’ EAP (Electronic Access Project) 
Image Collection consisting of 130,000 files of total size around 
1.2 TB. The collection, however, did not reside at the local file 
system of any of ACE modules, but was accessed via Local Area 
Network. The results show that it took about 15 hours to register 
the entire collection to the ACE-IMS. It took about the same time 
to audit every single object in the collection. It could be observed 
that most of the time was spent in moving the data between the 
separate machines and the auditing procedures were extremely 
fast compared to the data movement time. 
In this paper, we presented a new methodology to address the 
integrity of long-term archives using rigorous cryptographic 
techniques. Our approach depends only on the use of hash 
functions and linking schemes, and is independent of an external 
infrastructure such as PKI. The computational requirements of our 
approach are minimal and the overall solution can be 
implemented on any archive architecture. We built ACE as a 
complete prototype that executes this strategy and showed its 
effectiveness on large collections. 
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